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Changes

» No changes. This is the initial document version.

Intended Audience

The audience for this document is customers and operators deploying RWG solutions using captive portals,
plans and billing. It is expected that the reader already possesses a working knowledge on the RUCKUS WAN
Gateway.

For more information on how to configure RUCKUS products, please refer to the appropriate RUCKUS user guide
available on the RUCKUS support site at https://support.ruckuswireless.com/

The RWG documentation is embedded into the product.
You can access the embedded documentation at https://{your RWG IP address}/admin/manual/help online

3 Deployment Guide © 2023 CommScope Inc. All rights reserved.


https://support.ruckuswireless.com/

Plans and Billing Overview

Portals, Plans and Billing are used to identify and control the user experience, defining the traffic quotas, service
duration and billing methods for different use cases:

« Portals: Captive portals prevent access to the network resources and provide an authentication form. To get
network access, the client needs to authenticate. After authentication, the client is directed to a landing
portal. Portals are covered in detail in the deck RWG Portals.

« Plans: Plans can be used to define the SLA for the user access, including speed, traffic quotas, utilization
periods, etc. The plans can be free, or they may require payment. The plans are associated to the splash and
landing portals.

« Billing: RWG uses merchants to create billing services for the plans offered by the portals. The merchants can
be Direct and Offsite.

RWG Plans

The RWG plans are organized as shown below:

Usage Plan

[ [ ]

Devices
LAN Party Guests

v Dedicated IPs |
Static [P
Plan Add-ons are | Static VLAN Assignment
commonly used invRG - Sessions
solutions | UPNP Enabled

Account Group
Account Lifetime
Miscellaneous
Sub Accounts

FIGURE 1 — PLANS ORGANIZATION

« Usage Plan: The usage plan is what is assigned to the portals. At this level you can define settings like
provisioning, lifetime, base price, billing and recurrence. The usage plan can also include the following:

« Time Plans: Allows the operator to define the service duration in minutes, hours, days, weeks, etc.
« Quota Plans: Allows the operator to define the download and upload quotas for the service.

« Plan Add-ons: Allows the addition of a variety of special features to the plan, such as LAN party guests,
dedicated IPs, sub-accounts, etc. Plan add-ons are commonly used in vRG (virtual Residential Gateway)
solutions.

Time, Quota and Add-ons plans are created in separate scaffolds. Multiple plans, with different SLAs and
features can be assigned to the same portal.
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Accounts and Account Groups

To use plans in a splash portal or landing portal, we need to create Accounts and Account Groups. The accounts
can be created manually by the operator, or by the users in their first authentication using the splash portal in

their devices.

At least one account group needs to be created by the operator. Several account groups can be created, each

one associated to a different plan.

“
|

Free plan

soa
ah
Free
account group

[ ]
= t
accoun
@ ccount
[

account

LA
|

Basic plan Premium plan

Soa 2o
C ) (]
Basic Premium

account group account group

[ ] [ 4
t account
oy <50
| 4 [ ]
account
- [
] [ ]
account account
[ (]

account

AN

Business plan

a

Business
ccount group

o
account
=
p
[ ]
account
-

FIGURE 2 — PLANS, ACCOUNTS AND ACCOUNT GROUPS

User Experience Using Plans

When plans are configured, the user can select a plan in the captive portal:

1114

Logn

il
yf Ruckus

Cancel <

Log In

al
);f RUCKUS'

Good Afterncon

Enter the account
information

Click Create Login to
create an account

1 11:18 w1

& g ruckusdeon. et
Stat Hore

Cancel < Login Cancel

Plan Information

Total Price $3000

Billing
cmoEa

Select the plan

94

a1 118 -
- uchusdemos et
Start Hare
Login Cancel < Dane
Billing =
ocmoEas
Plan Charge
s n charge w
Thank you for your payment
foll 3 information

Enter the billing information and

click Purchase

FIGURE 3 — USER EXPERIENCE
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Merchants

When the operator needs to create a plan that includes billing, then a merchant needs to be created. A
merchant is a billing service configured in RWG. There are two types of merchants in RWG:

« Direct: Using this gateway, the payment is submitted through the RWG captive portal, and RWG can store the
customer credit card information. RWG has integrations with 150+ different merchants. Some examples are

PayPal, Netbanx, Authorize.net and Barclaycard.

« Offsite: Using this gateway, the customer is redirected to the merchant web site to make the payment. RWG
does not see the customer credit card information when using offsite merchants. RWG has integrations with
40+ different merchants. Some examples include Coinbase, EasyPay, Paypal and PagSeguro.

Many merchants offer a sandbox that can be used to test the plan without an actual payment.

The Operator Experience - Billing

The operator can see the transactions in RWG at Billing/Transactions. This example uses Authorize.Net as the

billing merchant.

AR Transactions

= B Time Debit Credit Reason Merchant Transaction

er plan purchase

’ 000 ssful merchant charge $150.
[2 06/14/202312:43 PM $0.00 end-user plan purchase
1 06/14/202312:34 PM $0.00 and-user plan purchase
4 Found |
Authorizg.Net’ Welcome: TestFirstName TestLastName
HOME TOOLS REPORTS TRANSACTION SEARCH ACCOUNT

‘Search > Unsetiled Transactions

Unsettled Transactions

Select an action in the Filter by drop-down box lo capture or void muliple iransactions. Select the Trans 1D from the list of transactions lo view details, caplure, or void a
specific transaction.

Filter by [ALL

| | View

List of Unsettled Transactions
Click on a transaction 1D below to void transaction or view transaction details such as reason for decline. Click on any column heading 1o sort.

Note: If your acceunt is in TEST MODE, transactions submitted for capture or void will NOT actually be processed. Before submitting live transactions, verify that TEST MODE
is tuned off.

1-1 of 1 results

Trans ID Tnvoice Number Trans Status Submit Date ¥ Customer Card Payment Method Payment Amount
40121729859 6 Captured/Pending Settiement 14-Jun-2023 15:35:28 Pereira, Marcelo v XXXXO027 USD 150.00
1-1 of 1 results

Merchant Email Receipt

© Auto-Receipt <noreply@mail.authorize.net>

To: © Molinari, Marcelo

Caution: External (noreply @ mail.authorize.net)
First-Time Sender Details

========= SECURITY STATEMENT ==========
It is not recommended that you ship product(s) or otherwise grant services relyi

Merchant : Marcelo Molinari (862247)
Date/Time : 14-Jun-2023 15:35:28 PDT

Invoice : 6

Description : One Month Business Class
Amount : 150.00 (USD)

Payment Method: Visa xox0027
Transaction Type: Authorization and Capture

Line Items

RESULTS
Response : This transaction has been approved.
Auth Code : WUUAUD
Transaction ID : 40121729859
Address Verification : Street Address: Match — First 5 Digits of Zip: Match

==== CUSTOMER BILLING INFORMATION ===
Customer ID : sheldon

First Name : Marcelo

Last Name : Pereira

Company : Commscope

Address : 100 Main Street

FIGURE 4 — MEERCHANT TRANSACTIONS
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Adding Plans

This section uses the configuration created in RWG Portals (slides 11 to 47). We will add one account group, one
usage plan, one time plan and one quota plan to that configuration.

Step 1 — Create the Account Group

Navigate to Identities/Group and click Create New under Account Groups. Enter the following information:
+ Name: Enter a name for the group. Here we used Free.

o Priority: 4.

» Policy: Select Free. This policy was created in the deck RWG Portals.

Create Account Group

Name | Free [

Description

Priority default selection (4) recommended

Disable enhanced PSK Security D Don't validate PSK strength or similarity to other Account PSKs for
Psk character set Hexadecimal [A-F, 0-9]

Psk length 16

Policy [Free VJ

Usage Plans no options

Note

&

Click Create to finish.

FIGURE 5 — CREATE ACCOUNT GROUP
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Step 2 — Create the Time Plan

Navigate to Billing/Plans and click Create New under Time Plans. Enter the following information:
» Name: Enter a name for the plan. Here we used One Day.

o Price: Enter 0. This will be a free plan.

o Time: Enter 1 day.

[Create Time Plan

Name IOneDay |
Price |0 |n e the a
Descripti

vy
- L J{as ]
Rollover (O retain a account's remaining online ti
Optional for Usage Plans no options
neluded with Usage Plans no options

FIGURE 6 — CREATE THE TIME PLAN

Click Create to finish.

Step 3 — Create the Quota Plan

Navigate to Billing/Plans and click Create New under Quota Plans. Enter the following information:
« Name: Enter a name for the plan. Here we used 5GB/2GB.

o Price: Enter 0. This will be a free plan.

« Download: Enter 5 GB.

« Upload: Enter 2 GB.

Create Quota Plan

Name 5GB2GB
P 0
Download |5 |
pload [2 | X
) (e s s e e S D G

no options

no options

Create [eclalet]

FIGURE 7 — CREATE THE QUOTA PLAN

Click Create to finish.
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Step 4 - Create the Usage Plan
Navigate to Billing/Plans and click Create New under Usage Plans. Enter the following information:

« Name: Enter a name for the plan.

» Account Group: Select Free.

« Splash Portals: Check Default Splash. This portal was created in the deck RWG Portals.

« Landing Portals: Check Default Landing. This portal was created in the deck RWG Portals.

« Automatic login: Mark the checkbox.

Create Usage Plan
Name One Day Free 5GB l
Description
Note
&
Provisioning (Hide)
Account Group Free ~| group the account is added to upon signup. May be oy
Splash Portals
i pre-login
Landing Portals
pertals where this plan is displayed post-login
Social Login Strategies NC options social logins that may use this plan
PMS Guest Matches No OptioNs  legic | OR v guests for whom this plan is d
Automatic login vable automatic login for the account upon signup
Automatic provision (O enable automatic provision for the account upon signug
Lock devices (O prevent creating other accounts with the same device(s)

FIGURE 8 — CREATE THE USAGE PLAN

Scroll down to continue.
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Enter the following information:
o Quota: Select 5GB/2GB.

o Time: Select One Day.
« Max Devices: Mark the unlimited checkbox.

Keep the default for the other fields.

Lifetime (Show)

Included Plan Features (Hide)
Quota 5GB/2GB | describes the byte quota and partial cost for this plar
Time describes the usage m nutes and partial cost for this plan

Max Sessions 1 unlimited ]

Max Devices | unlimited

Max party guests 0

unlimited D
Max dedicated IPs 0 aximum conf
Dedicated |Ps are static D Jedicated NAT IPs are reserved for the account and remain static for the lifetime of t
VTAs are static E]-.w..-...-.n.-‘ VLAN Tag Assignment to the Account so that subnet er changes
UPNP permitted permit accounts to allow UPnP requests and create dynamic port forwards
Sub account groups Select All | None | Reset
[JFree

Available Plan Addons (Show)
Billing (Show)
Recurrence (Show)

Account Validation (Show)

T .

[@=F\=M Cancel

| 5 J,

FIGURE 9 — CREATE THE USAGE PLAN
Click Create to finish.
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Testing the New Plan

In the example below the user created a new account, then selected the available plan. The billing information
for this example is just for reporting purposes, because that is a free plan.

& rwg-mm ruckusdemos.nat
Start Here

~

Log In Cancel

al
R!JFKUS'

Good Afternocn

Free Access

Don't have an account?

Click Create Login to
create an account

Check the Login Sessions

& rwg-mm.ruckusdemos.net

Account Info

w56 4:20 wil56e M 4:20 i 5GEm

& rwg-mm.ruckusdemas.net
Start Hare

& rwg-mm.ruckusdemos.net
Start Here Start Hare

Login Cancel < Login Cancel < Log In Cancel
Usage Time is an allotment of il

dl Internet access time El)fr«;cxus

RUCKUS _ )

o Included with Plan:1Day Good Afterncon, Sheldon Felino

Quota Included with Plan: 5 GB
downlioad, 2 GB uploac

Bandwidth Usage [Past 7

Enter the account info and select
the One Day Free 5GB plan

sheldon@amailcorm Days)
sheldon@gmailcorr Total  $0.00 ($0C o N
Price credit) e '
sheldor
Billing
- o ]
=
Please supply the
fallowing information l
L] e
25, 1PM Jun 2T, 1AM 1.7 M
Minutes

Use the menu to navigate. After
you leave the portal, you can
return typing wi.fi in your browser

Enter the billing information and
click Purchase

FIGURE 10 — TESTING THE NEW PLAN

Navigate to Instruments/Device Sessions to see the sessions under Login Sessions. The session starts after the
user is authenticated at the splash portal. You can see details such as login name, IP address and MAC address,
expiration, time online, and traffic volume.

If you delete the session, the user will need to reauthenticate, and the timers will restart.

Login Sessions

O L:gged Login P
I

simone Q 1000078

4 Columns (JRefresh [3Export § Zoom 4 Search

Expires Online Download Upload

1 Found

FIGURE 11 — LOGIN SESSIONS
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Check Accounts and Devices
Navigate to Identities/Accounts to see the user accounts and devices. You will see details like the login name,

group membership, used plans, VLAN, sessions, etc. If you delete the account, the user will need to recreate it

again in the next login.

Devices show the list of devices currently in use by all accounts.
JRefresh [ Export [# Import #¥Batch § Zoom ? Help

Accounts

O Login -~

ound

Devices

Updated —

1 Found

Expiration

Name

Check the Policy
Click the lens icon Q in the entry at Login Sessions or Devices to see the policy in use by the device after

v Search &) Create New

4 Columns () Refresh [3 Export & Import #¥Batch } Zoom 4 Search &) Create New

& Columns ¢
Plan Balance Devices VLANs Rooms
3 2 Hide
Active Static .
MAC Account BINAT from
Party P
portal
Q sabt t

FIGURE 12 — ACCOUNTS AND DEVICES

authentication. The policy in use is marked in red.

up: Free
Day Free 5CB
B/2GB

Login: simonc

Re

VLAN Tag Assignment

MAC

£
17

alm: Pre-Auth / Guests

Pre-Auth / Guests
2

IP GROUP

DEFAULT
0

DEFAULT GROUP

Free

Free
4 O

ACCOUNT GROUP

Forwards

DHCP .
2 Device
Fixed
posture
Host

Default Splash

default
SPLASH PORTAL

100%.
100 %

Pre-Auth / Guests

default

per Device
BANDWIDTH QUEUE

Block Subnets

SUBNET FILTER

o Default Landing
default

LANDING PORTAL

10 x 3 Mbps 'with burst
10/ 3 Mbps
Burst: 5:0s;@ 80 / 10 Mbps

lARs&R?xigsEUE

FIGURE 13 — CHECK THE PoLICY USED BY THE DEVICE
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Step 5 — Portal Modifications (Optional Step)

Currently, if you click on the menu icon = at the landing portal, you see the items that are shown below:

9:12 >0

& rwg-mm.ruckusdemos. net M

Menu X

@B Dashboard
Q Devices
a Profile

; Billing

L Usage

- + ©

FIGURE 14 — MENU ITEMS

Let's create a portal modification to remove Billing and the Upgrade Plan button. Navigate to Portals/Captive
Portals and click Create New in the Portal Modifications section:

2 Columns (JRefresh [ Export #¥Batch § Zoom 7 Help .Seart:h

Portal Modifications

O Name 9 Splash Landing
[_] Backgroung Image

w login form

Mod type Partial Override

mage Override

artial Override ogin_forms_conditiona
mage Override

Variable Customization

Image to Replace

background_image.png Edit Delete Show

E Delet hon
svg 1 ho
E Delete ho

FIGURE 15 — CREATE NEW PORTAL MODIFICATION
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Enter the following information:

» Name: Enter a name for the portal modification. Here, we used Simpler menu.
« Landing: Mark the checkbox Default Landing.

« Mod type: Select Partial Override.

« Partial Override: Select menu.

« Content mode: Select HTML.

Create Portal Modification

Name |S‘mpler menu

MNote

Portals (Hide)

i no options

Splash Select All | None | Reset
[JDefault Splash

Landing Select All| None | Reset
B Default Landing

Content (Hide)

Mod type | Partial Override >
Partial Override | menu VI
Content mode HTML ™

FIGURE 16 — CREATE PORTAL MODIFICATION

Scroll down to continue. Comment out lines 32-36 and 71 at the section HTML (ERB):

# Billing
32 # nav links << {
3 # action: :billing,
# icon: ‘credit-card',
title: ('Billing'),
6 # ¥
# Usage Plans Button
1 # bottom_button ||= { action: :usage_plan_list, icon: 'shopping-cart', title: _('Upgrade Plan') }

end # if @logged in

FIGURE 17 — LINES COMMENTED OUT

Click Create to finish.
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Now, when will click on the menu icon, you will only see the options shown below:

o T
& rwg-mm.ruckusdemos.net th
Menu X

ﬂ Dashboard

g Devices

& Profile

Lt Usage

FIGURE 18 — LESS MENU ITEMS

Add Plans Using a Config Template

You can use a config template to configure all the previous steps with a single click. Download the config

template from this URL:

https://github.com/commscope-ruckus/RUCKUS-RWG-Templates/blob/main/plans.yml

Navigate to System/Backup, click Create New in Config Template section, enter a name, choose the

downloaded file and apply the template.

a Plans AccountGroup:
- name: Free RESULT SUMMARY: Success
policy: Free Lhadis Hid i
priority: 4 [ show 4 more lines |
TimePlan:
- name: One Day
price: 0.0

usage time: 1
usage_time_unit: days
QuotaPlan:

[ show 139 more lines |

Clone  Test Download

FIGURE 19 — APPLY THE CONFIG TEMPLATE
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Adding a Merchant

In this section we will add another account group, a new usage plan, time plan and quota plan, a new policy and
a merchant to the previous configuration.

Authorize.Net is a merchant supported by RWG which includes a sandbox.

Step 1 — Setup an Account at Authorize.net

Navigate to https://developer.authorize.net/hello world/sandbox.html and follow the instructions to create a

sandbox account.

Right after the account is created, you should see the API Login ID, the Transaction Key and another key. Copy
the login ID and and transaction key. The second key is the Signature Key, and it needs to be regenerated.

FIGURE 20 — API ID AND KEYS FOR AUTHORIZE.NET

IMPORTANT: Save Your API
Credentials

To help you get started quickly, we have generated these
Sandbox AP credentials. Save these for use in your test
application.

API Login ID

| T l
TRANSACTION KEY

| 3I6TDNwHIEBUSMGES |
KEY

SIMON

Step 2 - Regenerate the Signature Key

Login into your account at https://sandbox.authorize.net/. Click on ACCOUNT, then API Credentials & Keys.

& comcrus @ wes m

th . t 4\ reEDaack authori A FEEDRACK G CowmacTus () HeLP
q " . n Weiciom TeatFirstham TeatLastName N N Welcome: TostFirstName TastLastName
AVisa Solution AVisa Solution
HOME TOOLS REPORTS TRANSACTION SEARCH ACCOUNT HOME TOOLS REPORTS TRANSACTION SEARCH ACCOUNT

PRODUCTS & SERVICES
Chack Mat®)

&
X

Accaunt Updater Reparts

Ofer your cussomars an adaional paymANE optan. SCHeck Nt GNaLaS You I Sc0apE and procKEs
BlOEDRE CHE BTN VDSl YO your WeRKIS, VArtJal Torminal of Batch el

Austomatsd Racurring Biling™ (ARS)
AR et Y6 10 CoMath “SUBSCTPIONA” 107 16T BEIGS. STy BrMes e CUSICTAS paymAL
nfarmation, Liling armeunl, bre @ spacli: bilryg Fsl and durabion ARE sulsmaticaly gerrsles b
subsequent recuring transacsors for youl

Advanced Fraud Datection Sulte™ (AFOS)
The Avarcsd Fi

Settings

© B &

TRA
Sear

SEARCH —

s and 1P

v prevent s
the transaction filers 10 maet your UriGuS busHess nesds.

Customer Information Manager (C1M)

& store

-k}

ACCOUNT

Tocally,

THIRD-PARTY SOLUTION

e L T T ———"

Wi th Paymant Gard indusiry [PGI) Data Securty Standard, sinca customar d3la s no longee storsd

. [F——
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https://developer.authorize.net/hello_world/sandbox.html
https://sandbox.authorize.net/

Click New Signature Key, then Submit.

API Credentials & Keys Help

Your API Login ID and Transaction Key are unique pieces of information specifically associated with your payment gateway account.
However, the API login ID and Transaction Key are NOT used for logging into the Merchant Interface. These two values are only required
when setting up an Internet connection between your e-commerce Web site and the payment gateway. They are used by the payment
gateway to authenticate that you are authorized to submit Web site transactions.

A Signature Key is applicable if your solution uses our hosted payment form, or uses the Direct Post Method (DPM) to submit
transactions. It is also used for authenticating transaction responses from our APIs, including but not limited to Relay Response and
Silent Post.

IMPORTANT: The API Login ID, Transaction Key and Signature Key should not be shared with anyone. Be sure to store these values
securely and change the Transaction Key regularly to further strengthen the security of your account.

For more information about the API Login ID, Transaction Key and Signature Key, please refer to the Reference & User Guides or contact
your Web developer.

API Login ID: TLUAPj85R

API Login ID Last Obtained: 06/14/2023 14:53:45
Transaction Key Last Obtained: 07/02/2023 08:31:00
Signature Key Last Obtained: 07/02/2023 08:35:00

Create New Key(s)

* Required Fields

You may choose to disable the old one immediately by checking the Disable Old Transaction Key Immediately or Disable Old
Signature Key Immediately option. If you do not immediately disable the old value, it will automatically expire in 24 hours.

Obtain: O New Transaction Key ® New Signature Key

O pisable O1d Signature Key Immediately

| Submit ]| Cancel ]

FIGURE 22 — NEW SIGNATURE KEY

Click REQUEST PIN to verify your identity. You should receive an email with the PIN.

X
Verify Your Identity

For security purposes, we'll need to verify your identity.

Q Verify Pin

° Request Pin

Request a PIN
We'll send you a PIN to verify your identity.

Email Address : ma****@commscope.com

CANCEL [ai=eliaSygadi

Not Your contact info?

FIGURE 23 — REQUEST PIN

After your identity is verified, the new key is generated. Copy the new key.
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Generated Key

Your Key has been successfully created.

Current Signature Key:
B9F89994BB2F89F875D6578916931A608124EA2B21B5788E20C22C6

ASF9AD4ABE125AA971FC28BCTA3D72328D738B319E7665B9D05B99C Copy to Clipboard

[ Continue ]

FIGURE 24 — CoPY KEY TO CLIPBOARD

Step 3 — Create the Merchant in RWG

Navigate to Billing/Gateways and click Create New under Merchants. Enter the following information:
» Name: Enter a name for the merchant.

» Direct gateway: Select Authorize.Net.

» Login: Enter the API Login ID.

» Password: Enter the Transaction Key.

< Signature: Enter the Signature Key.

o Test mode: Mark the checkbox.

Create Merchant

Name | Authorize Net |
Usage Plans Select All | None | Reset
[JOne Day Free 5GB

Direct (Hide)

e | Authorize.Net ] payment
Store credit cards save credit card information on the RWG frequired by recurring plans)
Offsite (Show)

Gateway Parameters (Hide)
Login |7 ez gat

Password [F7TDICNGMB95du38

Signature IBSFBSQMEBEFBQFBTSDSSTBSWEBSH&)BW‘!EAEBHBS/BBI

at
v

UR URL to post tr

Transactions Behavior (Hide)

est mode

Duplicates timeout 80 seconds v

Create el

FIGURE 25 — CREATE MERCHANT

Click Create to finish.
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Step 4 — Create New Account Group

Navigate to Identities/Groups and click Create New under Groups. Enter the following information:
 Name: Enter Premium.

Create Account Group

Name Premium
Description
V.
Priority 4 ] default tion (4) recornmended
Disable enhanced PSK Security ] Don't validate PSK strength o similarity to other
Psk character set Hexadecimal [A-F, 0-9]
Psk length 16
Palicy - select- v
Usage Plans Select All | None | Reset

Note

conel

FIGURE 26 — CREATE ACCOUNT GROUP

Click Create to finish.

Step 5 — Create New Policy

Navigate to Policies, scroll down and click Create New under Policies. Enter the following information:
» Name: Enter Premium.

» Landing Portal: Select Default Landing.
« Bandwidth Queues: Mark the 100% checkbox.

Create Policy

Name Premium I

Default [

MNote

Enforcement (Hide)

Splash Portal -select - v
Web Cache - select - -~
Content Filte -select- v

HTML Payload Rewrite -select- v
-select- v

no opticns

no options

no options

no options

Space-Time Triggers no options

FIGURE 27 — CREATE PoLicy

Scroll down to continue.
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Enter the following information:

« Subnets Filter: Select Block Subnets.

« Account Groups: Select Default Landing.

« Bandwidth Queues: Mark the Premium checkbox.

og Hits Triggers

Application Filters

Application Forwards

Subnets Filter

Groups (Hide)

MAC Groups

P Groups

Account Groups

Shared Credential Groups

RADIUS Groups

LDAP Groups

FIGURE 28 — CREATE PoLIcY

Click Create to finish.

Step 6 — Create New Time Plan

Select All | None | Reset

[Jwebserver DDoS Prevention

Select All | None | Reset

[Jwebserver DDoS Abusers Block Al
no options

select All | None | Reset

[JPre-Auth / Guests
_select- | WLAN

no options
no options

ect All | None | Reset

no options
no options

no options

Navigate to Billing/Plans and click Create New under Time Plans. Enter the following information:

« Name: Enter Unlimited.

« Time: Mark the checkbox unlimited.

Create Time Plan

Name IUnhmrhed
Price
ot
Optional for Usage Plans Select All | None | Reset

ncluded with Usage Plans no options

Create (el

Ine Day Free

FIGURE 29 — CREATE TIME PLAN

Click Create to finish.
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Step 7 — Create New Quota Plan

Navigate to Billing/Plans and click Create New under Quota Plans. Enter the following information:

« Name: Enter Unli

mited.

« Download: Mark the checkbox unlimited.

« Upload: Mark the checkbox unlimited.

Create Quota Plan

Name
Price

Description

Download
Upload
Rollover

Optional for Usage Plans

Included with Usage Plans

Note

Create el

Click Create to finish

[ Uniimited

(O retain a account's remaining bytes quota when charged

Select All | None | Reset
DOne Day Free 5GB

no options

B

FIGURE 30 — CREATE QUOTA PLAN
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Step 8 — Create Usage Plan
Navigate to Billing/Plans and click Create New under Usage Plans. Enter the following information:

« Name: Enter Premium.

» Account Group: Select Premium.

« Splash Portals: Mark Default Splash.

« Landing Portals: Mark Default Landing.
» Quota: Enter Unlimited.

» Time: Select Unlimited.

Keep the default for the other parameters.

Create Usage Plan Included Plan Features (Hide)
Name Premium Quota Unlimited | describes the byte quota and partial cost for this plan
Descrif —-—
Time Unlimited | describes 1sage minutes and partial cost for this plan
Max Sessions unlimited
Mote Max Devices unlimited
Max party guests 0 unlimited [J
Provisioning (Hide) Max dedicated 1Ps 0 maximurm confi
- Dedicated IPs are static (O Dedicated NAT IPs are reserved for the account and remain static for the lifetime of
Spla -
VTAS are static [ assign a static VLAN Tag Assignment to the Account so that subret never changes
UPNP permitted permit accounts to allow UPAP requests and create dynamic port forwards
anding Portals
Sub account groups Select All | None | Reset

, : OlFree ClPremiur

no options ' t may use this plar ) _
Available Plan Addons (Hide)
no options gic OR ~ g vhore i
Plan Addans no options
O Optional Quota Plans Select All | None | Reset
- Osce/26E Dunlimited
Lock devices M
Optional Time Plans Select All | None | Reset
Lifetime (Show) [(JOne Day (JUnlimited

FIGURE 31 — CREATE USAGE PLAN

Scroll down to continue.
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Enter the following information:
» Base price: Enter a value for the plan.

* Merchants: Mark the Authorize.Net checkbox.
Keep the default for the other parameters.

Billing (Hide)

Recurrence (Hide)

Interval monthly

Expiration months ~ never
Date relative

Charge retry grace time 1440 minutes ~| et

Max charge attempts 5

Aged AR Penalties Select All | None |
[Owarning [JLate Fee [ JDisconnect + Reconnect Fee

Billing notifications

Account Validation (Show)

FIGURE 32 — CREATE USAGE PLAN

Click Create to finish.

Resulting Policy Graph

The resulting policies after all configuration is completed is shown below:

10 x 3 Mbps with burst
1073 Mbps'

o— _—0  Bust:s0si@ 30710 Mbps
HAR i ///——/"/‘ saRGHIFN GBeuve
Fraee o— — o Defat(li!lﬂ/lﬁndmg
ACCOUNT J - LANDING PORTAL
Premium ————___ Block Subnets
) —

ACCOUNT GROUP

SUBNET FILTER

DEFAULT Pre-Auth / Guests .S Ko
S ooteus per Dévice
AULT GROUP — BANDWIDTH QUEUVE

Pre-Auth/ Guests i Default Splash
. default

P GROUP
SPLASH PORTAL

FIGURE 33 — COMPLETE POLICIES
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Testing the New Plan

The Authorize.Net sandbox uses the credit card numbers in this table for tests:

Credit Card Brand

Number

American Express

Discover

ICB

Diners Club/Carte Blanche

Visa

Mastercard

370000000000002

6011000000000012

3088000000000017

38000000000006

4007000000027

4012888818888

4111111111111111

5424000000000015
2223000010309703
2223000010309711

FIGURE 34 — CREDIT CARD NUMBERS FOR TESTS

When filling up the form in the portal, use any of those numbers, enter an expiration date after today's date,
and any CVC code (American Express uses a 4-digit CVC code, and all other card brands use a 3-digit CVC code).

The test below starts with no account created in RWG:

L]

& rwgem rckusdemas. et
Start Hore

Login Cancel

ol
o faws

Good Afterncon

Don't have an account?

114
& g ruckusdema:
Start Har

< LogIn

al
RUCKUS

Click Create Login to
create an account

Enter the account Info
and Address

Cancel

118

& rgem

Login

Plan Information

Premium

Total Price

Billing
omOE®

m ruckusder
Start Hora

Select Premium
($30.00)

s

mos el

Cancel <

& rmgem

Billing
omaEs

m ruckusdemas.nat
Stan Hore

Login

Cancel

mone

supply the

g information

115

<

[

8 rwg-mm nuckusdemas.net
Start Hare

> Log In

yod Rucius

Done

Usage Plan Charge

Usage plan charge was

uccess.
This transaction has been approv
Thank you for your payment

Enter the billing information and
email, then click Purchase

FIGURE 35 — TESTING THE PLAN USING A MEERCHANT SANDBOX

The usage plan is charged!
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Check the Transactions

Navigate to Billing/Transactions to see the transactions processed via RWG. AR Transactions shows all Accounts
Receivable. That includes all the transactions that are affecting the balances. It's a double ledger system that
shows a debit and credit transaction for each purchase. Merchant Transactions show the transactions by

merchant.

AR Transactions

iID = Time Debit Credit
36 07/02/2023 0115 PM $30.00
35 07/02/2023 01:15 PM $30.00
34 07/02/202310:59 AM $150.00
33 07/02/202310:59 AM $150.00
Merchant Transactions
D Time Amount Success P MAC

Check the Policy

Reason

end-user plan purchase
successful merchant charge
end-user plan purchase

successful merchant charge

Agent

Q gabb20:ack7a2 bil

Merchant Transaction

litereq)

2 Columns (. Refresh [3 Export

Usage Plan Merchant

FIGURE 36 — AR TRANSACTIONS AND MERCHANT TRANSACTIONS

Click the lens @ icon in the entry at the Merchant Transactions table to see the policy used by the customer.

ogin: simone

Name: Simone Felina
Group: Premium
Plan: Premium
Quota: unlimited

Time: unlimited

Realm: Pre-Auth / Guests

DEFAULT
0

DEFAULT GROUP

Pre-Auth / Guests
2

IP GROUP

PreTmm o

Premium

ACCOUNT GROUP

Pre-Auth / Guests
default r

Default Splash

default
SPLASH PORTAL

Block Subnets

SUBNET FILTER

100%,

active

3 associated sub-policies
Default Landing
Black Subnets

O 100 %
per Device
BANDWIDTH QUEUE

Default Landing

default
LANDING PORTAL

FIGURE 37 — DEVICE USING THE PREMIUM PLAN
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Check the Payment Methods and Subscriptions

Navigate to Billing/Customers to see the payment methods and subscriptions.

Payment Methods 4 Columns () Refresh

O Last name & First name Credit card Card exp. Phone Account Merchant transactions

::] Felina Simone HOH M- XA XK -0015 01/2024 {123) 456-7890 non: simone: $30.00

1 Found

Subscriptions © showInactive [Hl Reappiy All & Recalculate All [ Columns () Refresh

O Price Created = Cancelled? Upgraded? Updated Account Usage plan Quota plan Time plan Subscription addons

FIGURE 38 — PAYMENT METHODS AND SUBSCRIPTIONS

Check the Authorize.Net Reports

Log into your sandbox account and click Unsettled Transactions. After settlement you will find the transactions
at Search by Business Day.

authorize net Y T YTl oo

y y ‘Welcoma: TesiFirsHame Towdasthome
A Visa Solution

{OME ToOLS REPORTS TRANSAGTION SEARGH ACCOUNT

o A\ FEEDBACK & CONTACTUS () HELP m
authorize. net

N .\ Welcome: TesIFirsiName TestLasiName
A Visa Solution

Account Configuration - Suggested Settings to Review

ANNOUNGEMENTS
ez foursecuy sengs for
Hew Eohancamer fezalog i b= + Review your ransacton cu-off sme HOME TOOLS REPORTS TRANSACTION SEARCH ACGOUNT

usthentzo ot

TooLs

ot Terminal ‘ ‘Saarch > Unsofied Transactions

PRODUCTS & SERVICES = o, a1, g Help

Jr— Unsettled Transactions
A Ofer your cusiomens an addiional paymen o, eCheck.Nel enabies you o accept and grocess.
€ | | whectronic chock payments drecly rom pour wabsts, Vsl Termral or Bisich Uplosd Select an action in the Fliter by drop-down box o capture or void multiple transactions. Select the Trane 1D from the list of trangactions o view details, caplure, or void &
specific transaction.
REPORTS - "
iy | Atomatsd Racaming Biling™ (ARS) =
Transaction Gesal AR snaties you o cramne “sbecriptions” for recurting biings. Simply enter the ousiomers payent Flerby (AL ) [View ]
(28] oo s b s e
. ‘subsequen recuing transactions for yout List of Unsettled Transactions.

Matce of Change: Chck on a transaction 1D below 1o void transaction of view transaction details such as reason for decine. Click on any column heading to sort.
Account Updater Reports ‘Agvanced Fraud Detaction Suite™ (AFDS)
TRAMSACTION SEARCH — Tha Advanced Fraud Duincson Sule safeguands yaur accoun! using powertul ransacton fars and IF Note: If your account is in TEST MODE, transactions submitted for capture or void will NOT aciually be processed. Before submitting live transactions, verify that TEST MODE
‘Search for a Transacton you to customize is tumed

i
o e Fitor by: [N K220

Cuttumer Infarmation Manager [CIM)

€M alfows you o storn your sustomens’ sansitive paymeet information on our secire sarvers, 1-2 of 2 results:

SO PoymINs 10F NARTING CUNOMANS and Facuring Fansackons. §.can S0 help you comply Trans ID Invoice Number Trans Status Submit Date¥ Customer Card Payment Method Payment Amount

il T Paman Card Industry (PC1) Oata Socurty SIANMAIY, SN CUSMAF SAta 6 10 longes s2a¢ed e

ol avnzzraTess 8 CapiureciPending Settiemant 0202023 11:15:13  Felina, Simone " OCD01S USD 3000
User Adminisation aonzzraven 7 CapturedPending Settiement 02-Ju-2023 05901 Felina, Simone ] 00015 USD 15000

THRD-PARTY SOLUTION

Marchant Toolbax 1-2 of 2 rasults

\ Th Marchant Tooko is desanad 10 svovde you with basi-ok-das sclutians 10 heK: you bt mansgs

P o Bresm of your bumias. Gasegaes ke g, securty 80c0uTIg ond b
procuchvRy: Many vendors i the Mercham Tookcx offer soecil ozt of cier Incentives axchasively
1o Authorzs N soschants, Whalher v kocking o heks ki pour comimty, denifyig and
prevantng rasuiors vansactions o Updatng your bookKkaaping, e Marenant Taokok can haip you
finc soksions that meet your speciia busass nesds. W ofion a3d new partners, 50 ba sure 1 chock
bak rgulerty.

Digial P

Saarch > Unsetiisd Transactions

FIGURE 39 — AUTHORIZE.NET REPORTS
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Email Samples Sent by Authorize.Net

Here are samples of emails sent by Authorize.Net:

| Merchant Email Receipt

° © Auto-Receipt <noreply@mail.authorize.net>

To:  © Molinari, Marcelo

= SECURITY STATEMENT ==

It is not recommended that you ship product(s) or otherwise grant services relying solely upon this e-mail receipt.

Merchant : Marcelo Molinari (862247)
Date/Time : 2-Jul-2023 11:15:13 PDT

=== ORDER INFORMATION =========

Description : Premium

Amount : 30.00 (USD)

Payment Method: MasterCard xxxx0015
Transaction Type: Authorization and Capture

Line Items

RESULTS
Response : This transaction has been approved.
Auth Code : O7ZVIB
Transaction ID : 40122747656
Address Verification : Street Address: Match -- First 5 Digits of Zip: Match

==== CUSTOMER BILLING INFORMATION ===
Customer ID ; simone

First Name : Simone

Last Name : Felina

Company :

Address : 1 Main St.

City : San Jose

State/Province : CA

Zip/Postal Cede : 95000

Country : US
Phone : 1234567890
Fax:

E-Mail : simone@gmail.com

. Successful Credit Card Settlement Report.

© Auto-Receipt <noreply@mail.authorize.net>

To: O Molinari, Marcelo

Your Authorize.Net ID is: 862247
Dear Marcelo Molinari,

The following is your Credit Card settlement report for Sunday, July 02,
2023,

Transaction Volume Statistics for Settlement Batch dated 2-Jul-2023
19:42:59 PDT:

Batch ID: 14194841

Business Day: 02-Jul-2023

Net Batch Total: 180.00 (USD)

Number of Charge Transactions: 2

Amount of Charge Transactions: 180.00

Number of Refund Transactions: 0

Amount of Refund Transactions: 0.00

To view details for a specific transaction, please log into the Merchant
Interface.

1.Click "Reports" from the main menu

2.Select "Transaction Details"

3.Select "Settled Transactions" from the Item Type drop-down box.
4.5elect the Settlement Date for the batch you would like to view from
the "Date" drop-down box

5.Click "Run Report"

6.In the results, click on any transaction ID to view specific details

for that transaction.

If you have any questions regarding this settiement report, please
contact your bank or you can call Customer Support at 1-877-447-3938.
Thank You,

Authorize.Net

FIGURE 40 — RECEIPT AND SETTLEMENT REPORT

Add Billing Using a Config Template

You can use a config template to add the new plan and merchant with a single click. Download the config
template from this URL:

https://github.com/commscope-ruckus/RUCKUS-RWG-Templates/blob/main/billing.yml

Use the information of your own Authorize.Net sandbox account to edit the following parameters in the config
template:

e APl Login ID

» Transaction Key

« Signature Key

Navigate to System/Backup, click Create New in Config Template section, enter a name, choose the edited file
and apply the template.
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RUCKUS solutions are part of CommScope’s comprehensive portfolio
for Enterprise environments (indoor and outdoor).

We encourage you to visit commscope.com to learn more about:

o RUCKUS Wi-Fi Access Points
e RUCKUS ICX switches

o SYSTIMAX and NETCONNECT: Structured cabling solutions
(copper and fiber)

o imVision: Automated Infrastructure Management
« Era and OneCell in-building cellular solutions

« Our extensive experience about supporting PoE and loT

Visit our website or contact your local RUCKUS representative for more information. ®
© 2023 CommScope, Inc. All rights reserved. RU c I(U S

All trademarks identified by ™ or © are trademarks or registered trademarks in the US and may be registered in other COMMSCOPE
countries. All product names, trademarks and registered trademarks are property of their respective owners.



http://www.ruckusnetworks.com/
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